
Four Enabling Technologies for 
FinTech
Hungwen Li

May 9th, 2017



History of FinTech Originating from Blockchain

• In 2008, Satoshi Nakamoto posted a paper entitled 

“Bitcoin: A Peer-to-Peer Electronic Cash System” featuring
• direct transactions without the need for trusted third parties;

• non-reversible transactions;

• reduced cost in small transactions; and

• prevention of double-spending.

• In 2009, the first block was created, and

the operation of Bitcoin and Bitcoin blockchain

was commenced.



Blockchain: Foundation of Ultimate Distributed System

database

security network

--No central decision
maker

--No central service
--All nodes are equal (?)



Enabling Technologies for Blockchain

• Hash (SHA 256)

• Public-key cryptography (ECC) and 

digital signature (ECDSA)

• Proof of Work (PoW)

• P2P network



Ideas behind Blockchain



Transaction of Blockchain



Mapping Enabling Technologies  to FinTech Services

Hashing and 
digital signature

Proof of Work 
(PoW)

P2P

Higher services

Consensus Service

Network Service

Data Service



1. Hash: A Digest of Data for Integrity

One-way: given z, it is hard to find x such that H(x)=z

Collision-resistant: hard to find any pair x1!=x2, such that

H(x1)=H(x2)



SHA 2 Algorithm

Shift
Rotate
XOR
Modular



2. Public-key Cryptography

Separate encryption from decryption
Digital signature (that can not be denied)
Public key algorithms:

**DH (Diffie-Hellman)
**RSA (Rivest, Shamir, Adelman) 
**ECC (Elliptic Curve Cryptography)                                    



Elliptic Curve Cryptography (ECC)

Definition: Elliptic Curves over prime fields

The elliptic curve over Zp, p>3 is the set of all 

pairs (x,y)    Zp which fulfill

y2 = x3 + ax + b mod p

together with an imaginary point of infinity θ,

where a,b    Zp and the condition

4a3+27b2 ≠ 0 mod p.

An elliptic curve using a prime p with 
256 bit (roughly 2256 points) provides a 
security of 2128 steps on average.

This is equivalent to the security level
provided by RSA with a key-length of
2560 bits.



Digital (ECC-based) Signature

Authenticity of the transaction is guaranteed
Key distribution without trusted third party                                 



3. Proof of Work (PoW) to Reach Consensus
(and to avoid double spending)

PoW has proven secure and practical, but,
--expensive and excessive energy consumption
--scalability for widespread P2P network
--slow: high latency to confirm transaction



4. P2P Network

--flat topology
--no central node or central service
--All nodes share network service
--no hierarchy

Role of a node in P2P network:
--network discovery
--routing
--Blockchain database
--proof of work 
--other services



Reaching Consensus Securely and Quickly:
A Function Appears in 3. & 4.

Reaching consensus in P2P network is known as
Byzantine General’s problem
(Byzantine Fault Tolerance [BFT])

Problem: 
--to achieve consensus in a (large-scale) 
distributed network with potentially faulty 
nodes, and
--the network is subject to attacks trying to 
undermine that consensus.

Much ongoing effort to improve PoW by 
various BFT algorithms.



PoW vs BFT Algorithms: Performance vs Scalability

Marko Vukolic, The Quest for Scalable Blockchain Fabric:
Proof-of-Work vs. BFT Replication”, IBM Research-Zurich



Expanding Blockchain Usages

Ledger for Bitcoin

Managing virtual value

Transaction record

Records of rights

Records of automating 
procedures and processes

Records of transfer for 
value-related data

Records of transfer for 
goods and services

Registration and 
procedures

Enabling technologies remain the same, but, 
enhancements are needed.



Expanding Blockchain Applications/Use Cases:
Requiers Enhancements of Enabling Technologies

Nomura Research Institute



Summary

A blockchain-based FinTech service is a P2P mechanism that features the 
functions below:

• Transactions whose authenticity is guaranteed,
• Traceability of data and transactions, and
• Ecosystem that against attacks without a central authority.

It is based on four enabling technologies:
• Hashing
• Public Key Cryptography 
• Proof of Work (Consensus Algorithm)
• P2P network

Enabling technologies require continuous enhancements 

to meet the requirements of the expanding FinTech use cases. 




