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Let’s consider a common scenario:  
Banks want to trade some asset class

◎ Participants in the market 
want to be able to 
efficiently buy, sell, and 
trade assets.

◎ Want to protect 
confidential trading 
algorithms or patterns.

◎ Provenance, proof of 
ownership, and privacy of 
transactions are needed.

◎ Identity policy possibly 
needed
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Traditional 
Distributed Databases
What runs finance today.
◎ Very fast
◎ Extremely efficient 

and scalable
◎ Straightforward and 

have been around for 
quite a long time

◎ But require complete 
trust among all users 
of a single database



What do we mean by trust?

◎We trust someone when we believe that 
they will faithfully and honestly carry out 
their responsibilities
◎ Have mechanisms to enforce trust:  legal, 

social, etc.
◎ Carries over to the digital world

Blockchain and DLT are all about trust!



For our asset 
market…

How do we keep track of 
everything using traditional 

databases?

Substantial drawbacks:
◎ Trusted authority is a 

single point of failure and 
sees everything
◎May not be possible to 

agree on a trusted 
authority or set of trusted 
authorities

◎ Could have someone trusted
keep a database and agree that 
this entity—called a central 
authority—has full control, 
much like a stock exchange
◎ Could run lots of individual 

databases—but how do we 
reconcile differences?
◎ Set of trusted authorties also 

possible, each with full control



“

What is needed is an electronic 
payment system based on 

cryptographic proof instead of 
trust…

--Satoshi Nakamoto, 
Bitcoin Whitepaper



Proof of Work 
Blockchain
Popularized by Bitcoin,            
other cryptocurrencies.  

Offers fully trustless
transactions!

Substantial drawbacks:
◎ Slow transaction 

confirmation times
◎ Requires enormous 

amount of energy
◎ Everything is public 

and in the clear*

◎ Truly decentralized 
currency!
◎ Ethereum, Litecoin, etc. 
◎ Proof of Stake?



On Smart Contracts
Single-user database  basic database code
Multi-user database multiparty computations or 
“smart contracts”

Smart Contracts:
◎ Fundamental for many new 

applications that can’t be 
done with traditional 
databases
◎ The “business logic” layer of 

the distributed ledger
◎ Also obviously can be utilized 

with trustless blockchains
◎ From simple to Turing-

complete functionality

PROGRAM  BBALL BET {

If (GiantsWin)

Pay(1 BTC, Arnab);

Else

Pay(1 BTC, Avradip);

}



Back to Our Asset Market…
We could attempt to manage our market using 
smart contracts on Ethereum, for instance

Several difficulties:
◎ Don’t want to run our own 

PoW blockchain
◎ Slow transaction 

confirmation times 
◎Might have to pay for 

transactions
◎ Don’t want to have to store 

data on public blockchain
◎ Very difficult to preserve 

privacy and confidentiality
◎ KYC means we need identity



The reality—trust isn’t all-or-nothing
In most real-life situations, trust isn’t black or white– there are typically some forms of 
trust that are safe to assume.

We can leverage some of these trust relationships in the digital world.

FinTech applications typically exist in 
places where there is some trust

A bank in a trading network might trust 
another bank to faithfully execute 
transactions.

But trust is rarely complete—the bank 
might not trust a trading partner to not 
attempt to learn from its trading 
patterns. 

External mechanisms can also be 
leveraged

Many FinTech areas are heavily legally 
regulated. 

This legal framework can be exploited to 
enforce some trust requirements.

Goal of Distributed Ledger Technology (DLT): 

Leverage existing trust relationships to build networks with (most of) 
the distributed trust of a blockchain but without many of the 
drawbacks that make cryptocurrencies impractical



Trust Axis
The most commonly used 
technologies are at the ends!



Trust Axis
The most commonly used 
technologies are at the ends!

DLT:  Fill in the middle



Proof of Work
◎ Trustless
◎ Can be fully public
◎ Slow transaction 

confirmation times
◎ Energy ineffficient
◎ Standard difficulties 

with bitcoin, etc.

Example of Relaxing Trust Requirements:
Consensus Algorithms

PBFT-Style Algorithms
◎ Require at least two 

thirds of participants 
are “honest”

◎ Very difficult to make 
public due to Sybil 
attacks

◎ Fast and scalable
◎ Minimal energy and 

computation 
required



Distributed Ledgers
In a sentence:  distributed databases where users 
do not have to fully trust one another or have a 
trusted central authority

Performing “actions” on 
the distributed ledger 
generally requires 
cryptographic protocols

We can have as rich or as 
limited database 
functionality of “actions” 
as we desire!



Cryptocurrency Financial General Purpose

Distributed Ledger Examples



Rough DLT Architecture Components

Communication
Nodes on a  ledger must be able to 
communicate with other nodes 
and potentially other ledgers or 
external authorities.

Consensus
Consensus is the backbone of the 
ledger, whether it is proof of work, 
Byzantine fault tolerant 
algorithms, or any other 
mechanism.

“Smart Contract”
The “business logic” layer of the 
ledger handles most of the
application-specific details.

Data Storage
Our ledgers will obviously need to 
keep a state.

Cryptography
All ledgers will need some core 
crypto primitives, and some may 
need more exotic crypto.

Identity Services
Managing identities and their 
corresponding permissions is 
perhaps the most difficult 
challenge of ledger 
implementation.



Back to our Asset Market…

A distributed ledger preserves many advantages of traditional databases: 

◎ Fast consensus/transaction confirmation times

◎ Scalable 

◎ Don’t require proof of work

…while still maintaining some parts of the useful properties of blockchains:

◎ Not centralized

◎ Only some trust requirements

◎ Can use powerful business logic in the form of smart contracts

We can use a distributed ledger to build our market.  The banks can agree on the           
structure of the ledger out-of-band and then set it up!



Some Real-World “Asset Market” DLT News…



UTXO

Database Storage:

UTXO vs “Traditional”

Consensus Algorithms:

Speed vs Trust

Encryption:

Public vs Secret Key vs 

ZK-Proofs

A Practical DLT Situation
Lots of DLT applications involve many networks that need to interact.

We need modular, open-source DLT 
implementations in order to best meet 
the demands of these applications

Identity Management

Public vs Certificate-Style



Open source
collaborative effort 
to advance cross-
industry blockchain
technologies

Hosted by 
The Linux 
Foundation, 
fastest-growing 
project in LF history

Global 
collaboration 
spanning finance, 
banking, IoT, supply 
chains, healthcare, 
manufacturing, 
technology and 
more.



Hyperledger Scope

Out of Scope Custom Applications App Layer

In Scope

API libraries and GUIs

Specialized consensus algos

Membership policies

Gateway

Operations dashboard

Value Added Systems

Core APIs Core APIs

Code execution environment

Ledger data structures

Modular consensus framework

Modular identity services

Network peers

Shared Ledger



Chaintool Explorer Cello

Fabric Iroha Sawtooth

How Hyperledger Works

HyperledgerCloudFoundry Node.js
Open Container

Initiative

Infrastructure
Technical, Legal, 

Marketing, Organizational

Ecosystems that accelerate 

open development and 

commercial adoption 

Frameworks
Meaningfully differentiated approaches to business 

blockchain frameworks developed by a growing 

community of communities from the entire industry

Modules
Typically built for one framework, and through 

common license and community of communities 

approach, ported to other frameworks

Long-term goal:  completely “plug-and-play” modules and frameworks



Other FinTech Applications

◎ Financial reference data storage
◎ Global KYC database
◎ Credit default swaps
◎ Corporate action
◎ Loans and microlending
◎Many, many more



When Are Distributed Ledgers Useful?

TL;DR:  when you 
want to run a 
database with 
multiple participants 
that don’t fully trust 
each other.



Thanks!
Any questions?

If you have more questions:
hmontgomery@us.fujitsu.com




